Structural code  Sub-code Sub-sub-code
Blog Company, Personal/Group, Product reviews, Product site
Forum General, Community section

Domain Type

Digital media
Product site

Online marketplace

News or magazine

Books, Videos, Academic
Main, User guide

Informational -
Tech General, Antivirus, IoT devices, Home security, Smart homes, Cybersecurity, Spyware app, Anti-spyware app,
Apple, Smartphones, Tracking devices
Business Financial, Marketing, General
IPS Conducting IPS, Awareness, Stopping IPS
Domain Topic Law General, Divorce law
Homes -
Divorce -
General -
Other —
Article Recommendations, News, Informational, Opinion, How-to
Video Video how-to
Academic paper -
Page Type Forum post -
Documentation —
Product listing -
Product Q&A -
— Intimate partner, Family member, Roommate, Guest, Tenant, Client, Employee, Employer, Neighbor, Coworker,
IPA Targets . .
Hired worker, Friend, Vague
POV Victim, Abuser
e Source First-person, Third-person
Spying Spy through camera, Eavesdrop, Echo Drop In, Call Google Home, AirPods Live Listen, Apple Watch Walkie
Talkie, Record calls, Access private information, Monitor search history, Monitor web activity, Use Norton
Family, Track location, Track movement in house, Track movement in mattress, Track mileage, Monitor visitors,
IPA Strategies Track activity on watch, Monitor alcohol level
Harassment Restrict movement, Change locks, Bypass home security, Change temperature, Play music, Annoy with AirTag,
Create reminders, Record TV shows, Create appointments, Add things to shopping list, Make unauthorized
purchases, Ring doorbell from afar, Boil water, Control TV, Control smart lights, Yell through speaker, Block
internet access, Disable smart plugs, Restrict power over devices, Fabricate evidence, Assert control, Gaslight,
Control car, Trigger alarms
Detection Countersurveillance, Detect surveillance devices, Jam surveillance devices
Device changes Change wake word, Disable device, Reset device, Delete history, Reduce functionality, Add notifications
Anti-IPA Prevention Raise awareness, Learn about IoT, Stakeholder involvement
Strategies Authentication Change device password, Change account password, Change WiFi password, Use separate account, Use Amazon
Household
Non-IoT -
Home assistants Google Home, Google Nest, Amazon Echo, Amazon Alexa
Personal devices Apple Watch, FitBit, Apple AirTags, Tile, Samsung SmartTag, Chipolo, Apple AirPods,
Specific Tech Vehicles Tesla, Land vaer, E-ZPass . . ' ‘ . .
Cameras Arlo, Nest, Blink, Dropcam, Samsung Wisenet, Reolink, Wyze, Logitech Circle, Hai IP Camera, Ring doorbell,
Nest doorbell
Smart home Apple HomeKit, Phillips Hue, Lutron Caseta, Honeywell Thermostat, Tado Smart Thermostat, Nest Thermostat,
Samsung TV, Tivo Box, Magic Home LED Strip, August Smart Lock, Norton Core Router, Simplisafe, Soberliink
Breathalyzer, Smartress, Wemo plug, Hello Barbie
Motivations — Infidelity, Revenge, Preventing other abuse, Preventing theft




